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Policy – Social Networking 

Definitions 

Social Networking - Connecting with a community of people in your network through services 
like Facebook and Twitter with various methods of online interaction. A blog with a broad user 
base also is a social network 

Social Media - Online media like blogs, podcasts, videos, and news with a strong participatory 
element through comments, ratings, or other mechanisms. Social media is generated by the 
people and for the people with content created by anyone with a voice. 

Overview 

Social networking enhances existing human behaviors for the need to connect and 
communicate during a crisis. Like a scene at a freeway car crash, most want to know what’s 
happening and, in the excitement, jump in to monitor and participate.  

Assume your competitors are using social networking to communicate and monitor your 
enterprise’s social networking status. Disaster Recovery and Business Continuity Plans need to 
be updated to: 

 Enhance Communication Plans: Just as your enterprise has an existing 
communication plan (often a press statement from executive management to 
media) understand how to repurpose these messages and communication on 
social networks.  

 Experiment and Build a Base: Enterprises should experiment with the tools like 
those provided by the Department of Homeland Security and understand how 
to use these tools. Companies should also start to monitor, then experiment.  

 Educate, Train, and build Awareness Before an Event. Companies as they test 
their DRPs and BCP should incorporate these social networks into the planning 
and execution processes. Companies need to indicate to the world what is an 
official channel, where people should go for news, and how each function plans 
to respond using these tools. These tools can help educate citizens on how to 
prepare for disasters, where to go for help, how to develop a crisis plan, and 
even basic life-saving medical techniques. 

In the rapidly expanding world of electronic communication, social media can mean many 
things. Social media includes all means of communicating or posting information or content of 
any sort on the Internet, including to your own or someone else’s weblog or blog, journal or 
diary, personal website, social networking or affinity website, web bulletin board, or a chat 
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Statement 

This policy applies to all employees and contractors who identify themselves or represent 
themselves as being associated with ENTERPRISE in 

 Multi-media and social networking websites such as Twitter, MySpace, 
Facebook, Yahoo! Groups, and YouTube 

 Social networks (Both ENTERPRISE Social networks and Social networks external 
to ENTERPRISE) 

 Wikis such as Wikipedia and any other site where text can be posted 
 All of these activities are referred to as “postings” in this Policy 

Please be aware that violation of this policy may result in disciplinary action up to and including 
termination. 

The following is the company’s social media and social networking policy. The absence of or lack 
of explicit reference to a specific site does not limit the extent of the application of this policy. 
Where no policy or guideline exists, employees should use their professional judgment and take 
the most prudent action possible. Consult with your manager or supervisor if you are uncertain. 

 Social network postings should have clear disclaimers that the views expressed 
by the author in the social network are the author’s alone and do not represent 
the views of the company. Be clear and write in the first person. Make your 
writing clear that you are speaking for yourself and not on behalf of the 
company. 

 Be authentic, honest, and conversational in your posts. Leave the marketing to 
speak and press release format for other parts of the website. 

 Use good judgment about content and be careful not to include confidential 
information about your company, customers, or vendors. 

 Information published on social networks should comply with the company’s 
confidentiality and disclosure of proprietary data policies. This also applies to 
comments posted on blogs, forums, and other social networking sites. 

 Be respectful to the company, other employees, customers, partners, and 
competitors. 

 Social media activities should not interfere with work commitments. Refer to IT 
resource usage policies. 

 Online presence reflects on the company. Be aware that your actions captured 
via images, posts, or comments can reflect that of our company. 

 Do not reference or site company clients, partners, or customers without their 
express consent. In all cases, do not publish any information regarding a client 
during the engagement. 
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Rights to content 

Unless you specify otherwise, all works of authorship copyrightable by you and posted by you to 
any social network (“Content”) are submitted under the terms of a “Public License”. Under this 
license, you permit anyone to copy, distribute, display, and perform your Content, royalty-free, 
on the condition that they credit your authorship each time they do so. You also permit others 
to distribute derivative works of your Content, but only if they do so under the same Public 
license that governs your original Content. 

Amongst other things, a “Public License” permits RSS aggregators to copy, distribute, display, 
and perform any content on the social network that you syndicate using RSS.  All Content on 
your social network is syndicated for RSS aggregation unless you change your settings to 
indicate otherwise. 

Confidential Information 

Everyone is tasked to protect confidential information when they communicate it. Rules to 
follow are: 

• Make sure someone needs to know. Do not share confidential information with other 
team members unless they need to know the information to do their job. If you need to 
share confidential information with someone outside the company, confirm there is 
proper authorization to do so. If you are unsure, talk to your supervisor. 

• Develop a healthy suspicion. Don’t let anyone trick you into disclosing confidential 
information. Be suspicious if asked to ignore identification procedures. 

• Watch what you say and discuss on social networks. Don’t have conversations 
regarding confidential information in public areas, forums, and blogs.  

Unauthorized access to confidential information: If you believe there may have been 
unauthorized access to confidential information or that confidential information may have been 
misused, it is your responsibility to report that information.  

ENTERPRISE is serious about the appropriate use, storage, and communication of confidential 
information. A violation of ENTERPRISE policies regarding confidential information will result in 
corrective action, up to and including termination. You also may be subject to legal action, 
including criminal prosecution. ENTERPRISE also reserves the right to take any other action it 
believes is appropriate. 
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Private versus Public Information 

If you engage in a discussion related to ENTERPRISE, in addition to disclosing that you work for 
ENTERPRISE and that your views are personal, you must also be sure that your posts are 
accurate, not misleading, and that they do not reveal non-public company information. If you 
are in doubt, ask your supervisor. If you are still in doubt, don’t post. Non-public information 
includes: 

 Any topic related to the financial performance of the company; 
 Information directly or indirectly related to the safety performance of 

ENTERPRISE systems or components for vehicles; 
 ENTERPRISE Secret, Confidential or Attorney-Client Privileged information; 
 Information that has not already been disclosed by authorized persons in a 

public forum; and 
 Personal information about another ENTERPRISE employee, such as his or her 

medical condition, performance, compensation, or status in ENTERPRISE. 

When in doubt about whether the information you are considering sharing falls into one of the 
above categories, DO NOT POST. Check with ENTERPRISE Communications or ENTERPRISE Legal 
to see if it’s a good idea. Failure to stay within these guidelines may lead to disciplinary action. 

 Respect proprietary information and content, confidentiality, and the brand, 
trademark, and copyright rights of others. Always cite, and obtain permission, 
when quoting someone else. 

 Make sure that any photos, music, video, or other content you are sharing is 
legally sharable or that you have the owner’s permission. If you are unsure, you 
should not use it. 

 Get permission before posting photos, videos, quotes, or personal information 
of anyone other than you online. 

 Do not incorporate ENTERPRISE logos, trademarks, or other assets in your posts. 

If during your work you create, receive, or become aware of personal information about 
ENTERPRISE employees, contingent workers, customers, customers’ patients, providers, 
business partners, or third parties, don’t disclose that information in any way via social media or 
other online activities. You may disclose personal information only to those authorized to 
receive it per ENTERPRISE Privacy policies. 
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Social Network Best Practices and Guidelines 

The same principles and guidelines that apply to ENTERPRISE business activities apply to online 
activities.  Also: 

1. Follow ENTERPRISE policies and guidelines as published in all ENTERPRISE documentation. 
 If you have any confusion about whether you should post something on a social 

network, chances are ENTERPRISE’s policies, procedures, and guidelines will 
provide guidance.  

 Know what proprietary, confidential, and sensitive information is. If you are still 
unclear on this do not post it until you seek the advice of management. 

2. Do not comment on any legal matters or events that may put ENTERPRISE at risk. 

3. Inform your immediate supervisor of all social network activities. 

4. Identify yourself – name and, when relevant, role at ENTERPRISE – when your social 
network about ENTERPRISE or ENTERPRISE-related matters.  

 ENTERPRISE discourages anonymous postings on any social network or website 
on items that relate to ENTERPRISE, our business, or issues with which 
ENTERPRISE is engaged. We believe in transparency and honesty.  

 Use your real name, be clear about who you are, and identify that you work for 
ENTERPRISE.  

 Point out your vested interest in something you are discussing.  
 Protect yourself and your privacy. Be judicious in disclosing personal details 

5. Write in the first person and make it clear that you are speaking for yourself and not on 
behalf of the ENTERPRISE. Use a disclaimer.  

 Make it clear that what you post is representative of your views and opinions 
and not necessarily the views and opinions of ENTERPRISE. 

 Place the disclaimer prominently on each social network post and/or web page.   
 Use a suggested disclaimer such as “The postings on this site are my own and 

don’t necessarily represent ENTERPRISE’s positions, strategies or opinions.” 
 This standard disclaimer does not exempt ENTERPRISE managers and executives 

from a special responsibility when social networking. They must consider 
whether personal thoughts they publish may be misunderstood as expressing 
ENTERPRISE positions. A manager should assume that his or her team will read 
what is written. A social network is not the place to communicate ENTERPRISE 
policies to ENTERPRISE employees 
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Job Descriptions 

Three (3) full job description is included with this policy template.  It comes separately in its 
directory. 

• Chief Experience Officer 

• Manager Social Networking 

• Social Media Specialist   
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Electronic Forms 

Two (2) Electronic forms are included with this policy template.  They come separately in their 
directory. 

Internet and Electronic Communication Agreement  

Social Network Policy Compliance Agreement 
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Protection from Ransomware, Phishing, and Whaling Attacks 
 

Ransomware attacks are aimed at enterprises that need to have systems operational to 
function. Executives are most likely to be targets of a whaling attack. Phishing attacks are aimed 
at anyone with an e-mail address, whaling attacks target senior management at companies 
where knowing a top executive's password opens a back door to sensitive insider information.  
With private information becoming public via social networks, senior executives are being 
targeted via “whaling” attacks. 

These whaling attacks are a form of personalized phishing, or spear phishing, aimed at senior 
executives or others in an organization that have access to lots of valuable or competitive 
information. While phishers generally go after consumers for bank account data, passwords, 
credit card numbers, and the like for financial gain, whalers most often target people who have 
inside information or can provide ongoing access to systems.  

Whaling attacks are harder to detect than phishing expeditions. There's no obvious signature to 
detect as in phishing, such as seeing hundreds of copies of a phishing email enter your server. 
Whaling attacks are also hard to defend against because they often play on executives' feelings 
and sense of self-importance. 

Steps that CIO should follow include: 

Ransomware Attacks 

Ransomware is a form of malware that encrypts a victim's files. The attacker then demands a 
ransom from the victim to restore access to the data upon payment.  

Users are shown instructions on how to pay a fee to get the decryption key. The costs can range 
from a few hundred dollars to thousands, payable to cybercriminals in Bitcoin. 

There are several vectors ransomware can take to access a computer. One of the most common 
delivery systems is phishing spam - attachments that come to the victim in an email, 
masquerading as a file they should trust. Once they're downloaded and opened, they can take 
over the victim's computer, especially if they have built-in social engineering tools that trick 
users into allowing administrative access. Some other, more aggressive forms of ransomware, 
like NotPetya, exploit security holes to infect computers without needing to trick users. 

There are several things the malware might do once it’s taken over the victim’s computer, but 
by far the most common action is to encrypt some or all of the user's files. If you want the 
technical details, the Infosec Institute has a great in-depth look at how several flavors of 

https://e-janco.com/
http://www.e-janco.com
Victor
Sample Insert



 

Social Network Policy 
Managing and Controlling Employees’ Social Network Access  

 

36  
© 2023 Copyright Janco Associates, Inc. – ALL RIGHTS RESERVED – https://e-janco.com  

 

What’s News 

2022 Edition  

 Added job description for Chief Experience Officer 

 Updated all the included electronic forms 

 Updated all the included job descriptions 

2021 Edition 

 Added strategy on how to implement enterprise social networking 

 Added materials on Ransomware attack protection 

 Updated materials on phishing and whaling attack protection 

 Updated all the included electronic forms 

 Updated all the included job descriptions 

2020 Edition 

 Updated all the included electronic forms 

 Updated all the included job descriptions 

 Updated to meet the latest mandated requirements  

Version 2.2 

 Added job description for Social Networking Manager 

 Added a section on enterprise rules for social network engagement 

 Updated to meet the requirements for CaCPA  

Version 2.1 

 Added Internet and Electronic Communication Agreement electronic form 

 Updated Social Networking Policy Compliance Agreement electronic form 

 Updated Social Media Specialist job description 

 Updated policy to meet EU compliance requirements 
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