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Mobile Access and Use Policy 

Overview 

Business mobile usage is exploding and becoming an increasingly powerful tool for marketers to connect 
with consumers around the world. Statistics show that professional text message use is expected to 
continue growing through the end of this decade. Although few in-depth studies focused on text 
messaging statistics have been done in the past, recent reports are beginning to shed light on the 
opportunities and help us grasp the size and potential impact on businesses. 

 5 billion people globally send and receive SMS messages. 

 Over 300 million people in North America use text messages 

 The mobile industry had a revenue of $2 trillion last year 

 3.3 billion people access the internet via mobile. It’s predicted that by 2025, 72.6% of 
internet users will access the web via mobile-only, using their smartphones. 

 4 billion people are expected to own a smartphone by the end of the decade 

The overriding goal of this policy is to protect the Company’s technology-based resources (such as 
corporate data, computer systems, networks, databases, etc.) from unauthorized use and/or malicious 
attack that could result in loss of information, damage to critical applications, loss of revenue, and 
damage to our public image. Therefore, all users employing wireless methods of accessing corporate 
technology resources must adhere to company-defined processes for doing so. 

The purpose of this policy is to define standards, procedures, and restrictions for end-users who have 
specific and authorized business requirements to access enterprise data from a mobile device connected 
via a wireless or unmanaged network outside of ENTERPRISE’s direct control. This policy applies to, but is 
not limited to, all devices and media that fit the following device classifications: 

 Smartphones 

 PDAs 

 USB applications and data 

 Laptop/notebook/tablet computers 

 Ultra-mobile PCs (UMPC) 

 Mobile/cellular phones 

 Home or personal computers used to access enterprise resources 

 BYOD 

 Wearable Devices 

 Any mobile device capable of storing corporate data and connecting to an unmanaged 
network 
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The policy applies to any hardware and related software that could be used to access enterprise 
resources, even if the equipment is not approved, owned, or supplied by ENTERPRISE.  

With the advent of BYOD (Bring Your Own Device) and Wearable Devices, the implications for privacy, 
security, compliance, and record management are significantly more complex. However, this full policy 
does apply to those devices as well. 

Components of the BYOD Strategy and Basics for BYOD Policy 

 

 

A BYOD strategy and resultant policy are driven by 8 factors: device choice options; user experience and privacy; 
internal marketing and training; liability; economics; application design and infrastructure; maintainability; and 
trust security compliance. Each of these factors has been considered in the creation of this policy. A detailed 
description of each of these factors is provided later in this policy. 

Device Choices 

 Analyze employee preferences and understand which devices they already have 
 Definite an acceptance baseline of what security and supportability features a bring-

your-own-device program should support  
 Understand the operating system, hardware, and regional variances around that 

baseline  
 Develop an “easy” certification process for the evaluation of future devices 
 Establish clear communication to users about which devices are allowed or not, and why  
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Mobile Devices  

Regardless of whether individuals work on their tablets, PDAs, or SmartPhones (see list above) or are 
corporate-issued ones, the policy of ENTERPRISE is that these users must follow IT to support the 
management, tracking, securing, and supporting of these devices, just like they do for any other corporate 
computing platform. 

Specifically, the policies that apply to these types of devices are: 

 Comply with security best practices for tablets, including the use of multilevel 
passwords and device certificates, and the ability to remotely wipe the device if it is lost 
or stolen.  

 Utilize tiered access to network resources to secure critical data and applications.  

 Comply with application delivery mechanisms.  
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Mobile Device Security Best Practices 

Mobile Device Security Best practices 

With the move towards more mobile and office site computing users are challenged to keep their BYOD devices 
safe and secure 

 Have a clear definition for ownership of the device, data, cell phone numbers, email 
addresses to use, email clients, email folders, and applications (i.e., What is the process 
to follow when an employee leaves the organization) – See Employee Termination 
Checklist. 

 Purchase Android devices only from suppliers who release Android patches quickly. 

 Implement the locking feature on all mobile devices 

 Utilize applications on the device from the vendor (Apple or Google) application store 

 When possible utilize two-factor authentication 

 Use device encryption 

 Connect to Wi-Fi via a Virtual Private Network (VPN) 

 Utilize a Password management system 

 Utilize anti-virus software 

 Turn off un-used features like connections that are not used 

 If you don't use an app, uninstall it. 

For mobile content management include robust security and device management capabilities are the definition of 
best practices. CIOs and CSOs should implement the following: 

Security controls 

 256-bit AES encryption per file at rest, 30-day rotating encryption key - Advanced 
Encryption Standard (AES) is a specification for the encryption of electronic data. It has 
been adopted by the U.S. government and is now used worldwide. 

 256-bit SSL encrypted data transfer - 256-bit SSL Encryption provides an extra layer of 
protection for our users. This protection can help defend against login and password 
theft, which is particularly common in today's wireless society. The secondary benefit of 
256-Bit SSL Encryption is to help to overcome the speed issues related to ISP throttling 
and bottlenecks. Most ISPs do not want to throttle or bottleneck 256-Bit SSL Encrypted 
data because this kind of data is routinely used to send sensitive data (financial 
information, logins, passwords, credit card info, etc). 

 SAS 70 Type II certified, redundant data centers and DR policy - a SAS 70 Type II audit 
report provides independent 3rd party verification that a service organization’s policies 
and procedures are correctly designed at a point in time and are operating effectively 
enough throughout the period (typically 6 months to 1 year) to achieve the specified 
control objectives. 
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 Electronic Forms 

Nine (9) electronic forms are included with this policy template.  They come separately in their directory. 

• BYOD Access and Use Agreement Form 

• Company Asset Employee Contol Log 

• Employee Termination Checklist 

• Mobile Device Security Access and Use Agreement Form 

• Mobile Device Security and Compliance Checklist 

• Wearable Device Access and Use Agreement 

• Work From Home Contact Information  

• Work From Home IT Checklist 

• Work From Home Work Agreement 
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What’s New 

2023 Edition 

 Updated all attached forms 

 Updated Employee Termination Checklist 

 Updated to reflect changes due to the remote workforce 

 Defined mobile device, BYOD, and  Cloud  uses and limitations 

2022 Edition 

 Updated all attached forms 

 Added Employee Termination Checklist 

 Updated to reflect changes due to the remote workforce 

 Define ownership rules 

2021 Edition 

 Updated all attached forms 

 Updated to reflect WFH 

 Added four (4) forms 

o Wearable Device Access and Use Agreement 
o Work From Home Contact Information 
o Work From Home IT Checklist 
o Work From Home Work Agreement 

2020 Edition 
 Updated all the forms to the latest version which meets all mandated security and 

privacy requirements 

 Updated to meet CCPA mandates  
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